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9060 Lobgeddwgsbgwm - ,dmbs3gdms go3gwrol bosggbBml* 0bg®molBMmwdEmemol

5396 gddo sOLYdMEo LgM30LgdOL Aodmyqgbgdol dm3wrg 0blE®MwJ3os

o 2m300mJob ZmOHI0MmYdS

e 9M0080IINO0M 591960050(306090)w0 LgM30LgdOL godmygbgds

e bgedmfig®ol 3mwo .NET gotqdmdo

*  3900M©O OHOMS3 03MmbEYdS 39bgP06Mm9dwo XML-0 s ©sdM1bgds 3sbvbo
¢ bywdmfig®ol 3mo Java go6gdmdo

4M3mMJo :

30300mgdoll BMIoMmgdol EOHML SMEOWYdIE0d 30(3MPI:

1) ®mIge Losggb@EHMml dogdoMmsgm

2) 3msliol babgemo

3) <Message> $9a0L dogboo LosgagbEml dog® Rsdmyserodgdmeo XML ggegdols
36038369 mds s dg3Lgdol Ms30lgdvMmYdIdo

> 853500000 (o®mdmagboeros CRA - Lg®zoLol 35dmdsbgdols gmzmmdo

<?xml version="1.0" encoding="utf-8"?>
<GovTalkMessage xmlns="http://www.govtalk.gov.uk/CM/envelope">
<EnvelopeVersion>2.0</EnvelopeVersion>
<Header>
<MessageDetails>
<Class>CRA_PersonInfo</Class>
<Qualifier>request</Qualifier>
<Function>submit</Function>
<CorrelationID></CorrelationID>
</MessageDetails>
<SenderDetails>
<IDAuthentication>
<SenderID>DEA</SenderID>
<Authentication>




<Method>clear</Method>
<Value>******¢ /\alue>
</Authentication>
</IDAuthentication>
</SenderDetails>
</Header>
<Body>
<Message xmlns="urn:g3.ge:envelope:request:vli">
<Header>
<Signature />
<Vendor version="700" productName="SAP R/3" />
</Header>
<Data gzip="no" encrypted="no">
<Request xmlns="urn:g3.ge:cra:call:GetDataUsingPrivateNumber:v1i">
<Parameters>
<PrivateNumber>0101010101011</PrivateNumber>
</Parameters>
</Request>
</Data>
</Message>
</Body>
</GovTalkMessage>

333™MM0B300:

JomomYdM 399030 39o3Lgom MBS M MJ3960 MOYBOBGOOLMZ0L AsdMmymBowo gdomborols
dmbsigdgdo:

<IDAuthentication>
<SenderID>>dmdbdomgdols bobgwro</SenderID>
<Authentication>
<Method>clear</Method>
<Value>3smeno</Value>
</Authentication>

1 : <Class>CRA_PersonInfo</Class> — dm3gdwe $9ado 80000009399 0s 08
bgO30L0L LEbgEIo MboE 30dsbgdm, 53 Fgdmbogsdo Fodmygbgdmeros CRA-L LgHgolo,
53 33035360l MPBMZ65L 30650 bMIM0m, Moms doowMml 0bxzm®MTsE0s
3060m36905%9

2 : <Message> — $9a0b dogboom 560l Losggbm@ml doge Rsdmyswodgdwyero XML-
LEHOMIGHMIOMIOMEO 3900, OG0 ImbsE89d0L bygdz9w By bEgds 3sLwgbols
Q506Mbgds.

3 : <PrivateNumber>01010101011</PrivateNumber> — dm3gdwer 39¢do
370000900 00 3065© BMIGOL, MsBgs 33uwIOL 0bRM@Ts300L Jomgds.

Lg™30L9d0L A5MYabgdol Imzwg oblEGMWz0s |
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19M0B035M0m 39Mgbm0BoE0MJdIMwO lighzolgdols gsdmygbgds

939960 BgMH0E035E0L 359mygbgds 56 5MOL Bo35egdMem vy lssogdgbdm
56 0bm3gl LyM0g035¢0m bgdmfgMogr “Request™~ls , LgHNO0GOIoEOL 3dmygbgdoocm
155396&™ 309bM0BOEOMGIL FMIbASMYdJEL Mdmomm BosgIbEBHMLMIG dodsMmgzol
OMUL. amzmmgdo s6OLYdMEo <Message> $gaoL dogboom sGUYdMe Imbs3999dbY
19®>0g035GH0m bgedm{gmol Emml sm30mgdgEos 303Mm©Yo MmA:

1) Ly®moxkoIsBL gL »Iswm LooggbEm

2) bgedmfgHsdog Data ¢sgol 8999y s Bssds@mo Thumbprint gengdgb@o
Mdgrols 3608369¢mds 0d69ds 00 LgdBonozsGHol Thumbprint GmAmomsg
309m9b6 bgwls.

3) 393%536mm (©s3mbGHmm) dmeosbo domgdmeo (gMmoR03sGHOm
byedmfgHogro) XML-o

3°0m35¢molfjobgon:

5MgdMdL LoMmyeggdo, GmEgLsg LgdzoLol 3mdbdsMgdgeo
dmmbmgbols 3m®3oMgdol MM bgemdmfig®sl PHP gs®9dmdo
3905(9439@L, 980E ™A 30535DMd” sEEHIMBIGHOZ5L, d9ddbsc 93¢03s30s
56 gMgzoLo (C# 96 Java go6908mdo) s ol dmsbobmo dmmbmgbsby
bgedmfig®s. bgemdmfg®ol 3mo ob. (33.4 - 23.7)

> d390m0o 65839690805 LgM0B035E0m byewdmfighowo Request gmzommdols-ols

<Massage> —3ga0lL dogmsglso.

<Message xmlns="urn:g3.ge:envelope:request:v1l">
<Header>
<Signature/>
</Header>
<Data gzip ="no" encrypted ="no">
<Request xmlns="urn:g3.ge:cra:call:GetDataUsingPrivateNumber:v1i">
<Parameters>
<PrivateNumber>01010101011</PrivateNumber>
</Parameters>
</Request>

©




</Data>
<Thumbprint>0123456789012345678901234567890123456789</Thumbprint>
</Message>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-cl4n-
20010315" />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>0IddYaU4WSUMrhTIwZmzQ8IhxAU=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>o/JR657t5TpoqGOZI/wum7S3nBxqE8M1Wzcp+B+1ha3wuQV5d1MmMbCKn63C5mg0
08MSORU5ZX1/hTPQOgWxcOqrhpM/Hi3ikphQ2aS7whvknQAHy1D/RbgwlNbewAsLCp5rGfEK/gZVClh/
on7GAI080n9foe/qpB4EOW15x4IMG8G6ERk8N7+f1mopC7sPLCc7En8Xb42PnCYOPPzsuqI8cMGDloc+
iPZVULtheTxRiUqoJkWkPwvx@QXP7YCNRoOMmyrZYd7KETD7/021k14PU/cFe40Kv/aBlakx0tWyQdsw
/mj9dgK6jBuwDNYB1ldWvP4FJY93aGout39aeCw==</SignatureValue>

</Signature>

bgo Mbs dmgfighml Request gegomgol Body bsfjoeml s olsg
©503mbG@L LobEgdsdo, J3gdmo ImEgdmeos 3mEo MHmIgeog d9dzgmdocm
bgds Request XML-ol bgemdm{ig®s, 3m@ob 458mygbgdsdog smEowgdgemos
0506LBOEoMYdYmo 0gmb BYHM0K3035GO - ,TrustedPeople”
296ymxz0mgdsdo

> bgedmfigob 3mo C# gs6gdmdo

bgdmfigBHobm3z0L 5ME0MgdgEOo d0d0MmY3900:

using System.Security.Cryptography.X509Certificates;
using System.Security.Cryptography;

using System.Xml;

using System.Security.Cryptography.Xml;
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3M©O:

static void Main(string[] args)
{

X509Certificate2 certificate = new X509Certificate2();

X509Store store = new X509Store(StoreName.TrustedPeople,
StoreLocation.CurrentUser);

store.Open(OpenFlags.OpenExistingOnly);

var c¢ = store.Certificates.Find(X509FindType.FindByThumbprint,
"c54f666d707001e7w4dbd9c2daa56ac729d89820" ,false)[0];

XmlDocument xmlDoc = new XmlDocument();

var XmlToSign = new XmlDocument();
XmlToSign.LoadXml(xmlDoc.DocumentElement[ "Body"].OuterXml);

SignedXml signedXml = new SignedXml(XmlToSign);
signedXml.SigningKey = c.PrivateKey;

Reference reference = new Reference();

reference.Uri = ;

XmlDsigEnvelopedSignatureTransform env = new
XmlDsigEnvelopedSignatureTransform();
reference.AddTransform(env);

signedXml.AddReference(reference);
signedXml.ComputeSignature();
XmlElement xmlDigitalSignature = signedXml.GetXml();

xmlDoc.DocumentElement[ "Body"].AppendChild(xmlDoc.ImportNode(xmlDigitalSignature
, true));

xmlDoc.Save(@"signed.xml");

Console.WriteLine("Finish");

Console.Read();

1: "c54f666d707001e7wadbd9c2daa56ac729d89820" — 3065393 Mo©

5&@03(3360) B3960 LgON0B039E oL Thumbprint 3608369¢mdsL

- 356539()6500 250533990 Request
XML—b M3%B93 a36vOL bgedmGco
3. xmlDoc.Save(@"signed.xml"); - 253m3d535¢n0 baedmbHadomo XML

©M31396¢0
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3900MEO MHoMs3 E03mbEgds 3959M0MmgdMeo XML-o s
5066 gds 3sbo

3™30mgdoll d0ams3LoL BOHMIoMdOL T9d™A 94930 gdge0s JoMgdMEo
XML-o0 g53535536m0 (©©533mbGMm) 500Mmglis¢ b 3sLwgbols Jomgdols s6
OO Bs53MBEMLMZ0L 0bgM®MmBs300l dofimgdols Jobboo.
939900 93994905 ol FgOMPO oM bEds w339 33dBsgdmo XML-ob
29305365 (3g00m©Oo IHgMoos C# 3MmyMsdme 9bsby)

doOMm©o

public static string Submit(XmlDocument GovTalkMessage, string URL)
{

HttpWebRequest Req;

HttpWebResponse Resp;

Req = (HttpWebRequest)WebRequest.Create(URL);

Req.Method = "POST";

Req.ContentType = "text/xml";

StreamWriter streamW = new StreamWriter(Req.GetRequestStream());
GovTalkMessage.Save(streamh);

streamW.Close();

Resp = (HttpWebResponse)Req.GetResponse();

Stream respStream = Resp.GetResponseStream();

StreamReader streamR = new StreamReader(respStream,
System.Text.Encoding.GetEncoding("utf-8"));

string ResponseText = streamR.ReadToEnd();

streamR.Close();

Resp.Close();

return

}

1: GovTalkMessage — 39653935 35005339900 “93w5emme 0d XML-b
53 358MMT0Mgm

2: URE - 356599350 2900533900 ¢ob3lL LssE Mbs dmbgls
Q33mbA3o.

3. RESponseText - a30dGxBaBl 3slubls XML lisboo

0¥ 0HA60Bo30sL 56 450093 IP Gobods®mgdo bswsg Request XML-b q0a3mUiogl,
50 899;b393580 8mbs39305 253300l LooagbGHML 06x3MLEHGWIGMGOL Bshawgddo
99Lsdemgdgeos 258cyqbgdwem 0dbal

1) https://submission.e-government.ge/submission - gGHMEsdd960 (s03)
UgM3960Bg I3mBBHIS
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2) https:/test.submission.e-government.ge/submission - bs@gLe
3960990y ©3MLB3Is

bodmfjgHob 3mo Java o®gdmado

LgM30Lgd0L AsBmyabgdols Imzeg 0bLEHMWE0s |

b9dMffgBHolmzols 5730IdIO B0BdELOMmY39d0:

import java.io.BufferedReader;

import java.io.ByteArrayOutputStream;

import java.io.File;

import java.io.FileInputStream;

import java.io.FileReader;

import java.io.OutputStreamWriter;

import java.io.StringReader;

import java.net.URL;

import java.security.KeyStore;

import java.security.PrivateKey;

import java.security.cert.X509Certificate;

import java.util.Collections;

import java.util.Enumeration;

import java.util.Scanner;

import java.util.logging.lLevel;

import java.util.logging.lLogger;

import javax.net.ssl.HttpsURLConnection;

import javax.xml.crypto.dsig.CanonicalizationMethod;
import javax.xml.crypto.dsig.DigestMethod;

import javax.xml.crypto.dsig.SignatureMethod;
import javax.xml.crypto.dsig.SignedInfo;

import javax.xml.crypto.dsig.Transform;

import javax.xml.crypto.dsig.XMLSignature;

import javax.xml.crypto.dsig.XMLSignatureFactory;
import javax.xml.crypto.dsig.dom.DOMSignContext;
import javax.xml.crypto.dsig.spec.Cl4NMethodParameterSpec;
import javax.xml.crypto.dsig.spec.TransformParameterSpec;
import javax.xml.parsers.DocumentBuilderFactory;
import javax.xml.transform.OutputKeys;

import javax.xml.transform.Transformer;

import javax.xml.transform.TransformerFactory;
import javax.xml.transform.dom.DOMSource;

import javax.xml.transform.stream.StreamResult;
import org.apache.commons.codec.digest.DigestUtils;
import org.w3c.dom.Document;

import org.w3c.dom.Element;

import org.w3c.dom.Node;

import org.xml.sax.InputSource;

3MQ0:

public class App {

~



https://test.submission.e-government.ge/submission

private static final Logger logger = Logger.getLogger(App.class.getName());

// DEA endpoint url

private static final String ENDPOINT_URL = "https://test.submission.e-
government.ge/gg/submission”;

// path to govtalk message xml to sign

private static final String TEMPLATE_2_ SIGN = "/path/to/template/file";

// path to SDA provided PKCS12 keystore file

private static final String KEYSTORE_FILE = "/path/to/keystore/file";

// SDA provided PKCS12 keystore file password

private static final String KEYSTORE_PASS = "**¥*xx*",

public static void main(String[] args) {
try {
// init
File templateFile = new File(TEMPLATE_2_SIGN);
File keystoreFile = new File(KEYSTORE_FILE);

CertManager certManager = new CertManager(keystoreFile,
KEYSTORE_PASS) ;

DocumentBuilderFactory docBuildFac =
DocumentBuilderFactory.newInstance();
docBuildFac.setNamespaceAware(true);

TransformerFactory transFac = TransformerFactory.newInstance();

// get govtolk message and add Thumbprint element to Message element
String xmlString = "";
try (BufferedReader reader = new BufferedReader(new
FileReader(templateFile))) {
String line;
while ((line = reader.readLine()) != null) {
xmlString = xmlString + line;

}

}

Document xmlToSign = docBuildFac.newDocumentBuilder().parse(new
InputSource(new StringReader(xmlString)));

Element thumbprintElem = xmlToSign.createElement("Thumbprint™);

thumbprintElem.appendChild(xmlToSign.createTextNode(certManager.getThumbPrint()))

B

xmlToSign.getElementsByTagName("Message").item(0).appendChild(thumbprintElem);

// get govtalk message Body element, convert to string,

// replace all spaces and newlines and convert to document

String xmlBodyString;

try (ByteArrayOutputStream os = new ByteArrayOutputStream()) {
Transformer trans = transFac.newTransformer();
trans.setOutputProperty(OutputKeys.OMIT_XML_DECLARATION, "yes");
trans.transform(new

DOMSource(xmlToSign.getElementsByTagName("Body").item(@)), new StreamResult(os));

xmlBodyString = new String(os.toByteArray());
xmlBodyString = xmlBodyString.replaceAll("\n", "");
xmlBodyString = xmlBodyString.replaceAll("\\s+<", "<");
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xmlBodyString = xmlBodyString.replaceAll(">\\s+", ">");
}
Document xmlBodyToSign = docBuildFac.newDocumentBuilder().parse(new
InputSource(new StringReader(xmlBodyString)));

// sign Body document and copy it's Signature element to govtalk

message document
signXml(certManager, xmlBodyToSign.getDocumentElement());

xmlToSign.getElementsByTagName("Body").item(®@).appendChild(xmlToSign.importNode (x
mlBodyToSign.getElementsByTagName("Signature").item(®), true));

// convert signed govtalk message document to string
String request;
try (ByteArrayOutputStream os = new ByteArrayOutputStream()) {
(transFac.newTransformer()).transform(new DOMSource(xmlToSign),
new StreamResult(os));
request = new String(os.toByteArray());
}

// send request to dea
logger.log(Level.INFO, "\n\n\n\n\n{@}\n\n\n\n\n", request);
String response = sendRequest(ENDPOINT_URL, request);
logger.log(Level.INFO, "\n\n\n\n\n{@}\n\n\n\n\n", response);

} catch (Exception ex) {
logger.log(Level .SEVERE, "main", ex);

}

}

private static void signXml(CertManager certManager, Node node) throws
Exception {
// create xml signature factory
XMLSignatureFactory fac = XMLSignatureFactory.getInstance("DOM");

// create reference
javax.xml.crypto.dsig.Reference reference
= fac.newReference(

fac.newDigestMethod(DigestMethod.SHA1l, null),

Collections.singletonList(fac.newTransform(Transform.ENVELOPED,
(TransformParameterSpec) null)),
null, null

)5

// create signed info
SignedInfo signedInfo
= fac.newSignedInfo(

fac.newCanonicalizationMethod(CanonicalizationMethod.INCLUSIVE,

(C14NMethodParameterSpec) null),
fac.newSignatureMethod(SignatureMethod.RSA_SHA1l, null),
Collections.singletonList(reference)

)5

// sign xml document
DOMSignContext domSignContext = new
DOMSignContext(certManager.getPrivateKey(), node);




XMLSignature xmlSignature = fac.newXMLSignature(signedInfo, null);
xmlSignature.sign(domSignContext);

}

private static String sendRequest(String urlStr, String xmlMessage) throws
Exception {
// Construct data
String data = xmlMessage;

// Send data
URL url = new URL(urlStr);
HttpsURLConnection conn = (HttpsURLConnection) url.openConnection();
conn.setDoOutput(true);
conn.setRequestMethod ("POST");
conn.setRequestProperty("Content-Type", "application/x-www-form-
urlencoded; charset=utf-8");
conn.setRequestProperty("Content-Length”, "" + data.getBytes().length);
try (OutputStreamWriter wr = new
OutputStreamWriter(conn.getOutputStream())) {
wr.write(data);
wr.flush();

}

// Get the response
StringBuilder responseBuilder = new StringBuilder();
try (Scanner scanner = new Scanner(conn.getInputStream(), "UTF-8")) {
String line;
while (scanner.hasNextLine()) {
line = scanner.nextLine();
responseBuilder.append(line);

}

return responseBuilder.toString();

}

class CertManager {

private static final String KEYSTORE_TYPE = "PKCS12";
private final PrivateKey privateKey;

private final X5@9Certificate cert;

private final String thumbPrint;

public CertManager(File keyStoreFile, String keyStorePass) throws Exception {
// init keystore
KeyStore keyStore = KeyStore.getInstance(KEYSTORE_TYPE);
try (FileInputStream fis = new FileInputStream(keyStoreFile)) {
keyStore.load(fis, keyStorePass.toCharArray());

}

// get private key

Enumeration<String> aliases = keyStore.aliases();

String alias = aliases.nextElement();

KeyStore.PrivateKeyEntry keyEntry = (KeyStore.PrivateKeyEntry)
keyStore.getEntry(alias, new
KeyStore.PasswordProtection(keyStorePass.toCharArray()));
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privateKey = keyEntry.getPrivateKey();
cert = (X509Certificate) keyEntry.getCertificate();
thumbPrint = DigestUtils.shaHex(cert.getEncoded());

}

public PrivateKey getPrivateKey() {
return privateKey;

}

public X509Certificate getCert() {
return cert;

}

public String getThumbPrint() {
return thumbPrint;

}




